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Purpose

The purpose of this policy is to provide a guidance for staff, students and volunteers in their
communication and social media posts while employed, volunteering or completing a placement with
Orde Day Care.

Policy

Orde recognizes that access to technology gives staff greater opportunities to engage and communicate
with families, as well as enhance technology skills. This policy outlines the guidelines and behaviors that
staff are expected to follow with external communication including social media. This policy has been
developed from the following guiding principles:

e Anonymity of children must always be preserved in line with other Orde policies.
e Staff are expected to communicate with the same appropriate, safe, mindful, courteous

conduct online as offline, with professionalism and good judgment.

Technologies Covered:

Orde recognizes that new technology emerges frequently and therefore this policy is intended to cover
all available technologies, not just those specifically listed. Content shared may include (but is not
limited to) personal information, opinions, research, commentary, video, pictures, or business
information. Examples of technology include large branded entities such as Facebook, Twitter,
YouTube, and LinkedIn. However, blogs, special interest forums, user communities are also considered

social media.

Web Access

Orde Day Care provides its staff with access to the Internet, including Orde’s web site.

Access will be restricted to those granted permission for an intended purpose (e.g., update the website).
Web browsing may be monitored and with web activity records retained indefinitely. Users are
expected to respect that the web filter is a safety precaution, and should not try to circumvent
it when browsing the Web.
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Email

The management team are provided with email accounts; they should be used with care. Users should
not send personal information; should not attempt to open files or follow links from unknown or
untrusted origin; should use appropriate language. Email usage of the management team may be

monitored and archived.

Social /Web 2.0/Collaborative Content:
Orde may provide staff with access to web sites or tools that allow communication, collaboration,
sharing, and messaging among users. Posts, chats, sharing, and messaging may be monitored. Staff

should be careful not to share personally-identifying information online.

Security

Staff are expected to take reasonable safeguards against the transmission of security threats over the
network used. This includes not opening or distributing infected files or programs and not opening files
or programs of unknown or untrusted origin. If it's believed a computer or mobile device might be
infected with a virus, staff should avoid using their device. Staff are discouraged from attempting to

remove the virus themselves or download any programs to help remove the virus.

Netiquette

Staff should always use the Internet, network resources, and online sites in a courteous and respectful
manner. Staff should also remember not to post anything online that they wouldn’t want parents,
colleagues, or Orde management to see. Once content is online, it can be shared and spread in ways

never intended.

Cyberbullying

Cyberbullying will not be tolerated. Harassing, dissing, flaming, also known as roasting, is the act of
posting insults, often including profanity or other offensive language, on the internet. Flaming is
distinct from trolling, which is the act of someone causing discord online or in person. denigrating,
impersonating, outing, tricking, excluding, and cyberstalking are all examples of cyberbullying. Don’t
send emails or post comments with the intent of scaring, hurting, or intimidating someone else.
Engaging in these behaviors, or any online activities intended to harm (physically or emotionally)

another person, will result in disciplinary action. In some cases, cyberbullying can be a crime.

Personal Safety
If staff see a message, comment, image, or anything else online that is concerning for the safety of a

child or other staff member, bring it to the attention of Orde management immediately.

e Staff should never share personal information, including phone number, address, social

insurance number, birthday, or financial information over the internet
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e Staff should recognize that communicating over the internet could potentially exposes

individuals’ identity and the associated risks, and should carefully safeguard the personal

information of themselves and others.

Violations of this Communications and social media Policy
Orde communication content will be monitored for appropriateness and confidentiality. Violations of

this policy may have disciplinary repercussions, including but not limited to:

e Suspension of communication privileges
e Notifications to families and colleagues
e Suspension from work activities

e Legal action and/or prosecution

Policy Review:

This policy and procedure will be reviewed and signed off by all employees before commencing
employment, annually, and at any time changes are made.

| acknowledge receipt of Orde Day Care’s Communication and social media Policy and Procedure.

| understand it is my responsibility to read, understand, and comply with the Communication and
Media Policy and Procedure. | understand that if | have questions, at any time, regarding the policy and
procedure, | will consult with my immediate supervisor.

Please read the Communication and social media Policy and Procedure carefully to ensure that you
understand the policy before signing this document

Staff Name: Supervisor Name:
Staff Signature: Supervisor Signature:
Date: Date:
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